Rapid developments in information and communication technologies (ICT) have resulted in the widespread use of the Internet as an important medium for commercial activity. Such activity commonly referred to as electronic commerce, or e-commerce has facilitated new business models in many different commercial endeavours including pharmaceutical and medical practice. This paper investigates the growing phenomenon of drugs sales and medical services over the Internet via Internet Pharmacies. Although Internet Pharmacies have resulted in many benefits to consumers, there are serious health and safety concerns about various aspects of this commercial activity, especially where laws and regulations are not adhered to. Such concerns raise important issues regarding social accountability when using ICT to facilitate the provision of medical services. The paper examines the benefits and problems associated with Internet pharmacies with a view to discussing some of the challenges faced especially by legislators and regulators. It argues that many of these challenges are compounded by the nature of the Internet itself, social and economic realities, different national regulatory structures and the difficulty of enforcing national laws outside of legal jurisdictions. Finally it discusses how some of the present challenges may be addressed.
INTRODUCTION
The Internet provides a new and exciting medium for doing business, with many advantages over the traditional physical marketplace. The physical marketplace has become the 'marketspace' which is free from physical restrictions, making commerce available almost everywhere and at all times1. This new medium also offers universal technical standards, global reach, interactivity, personalisation and customization, among other capabilities2.
The many advantages of the Internet, however, are counterbalanced by many problems especially with regard to effective regulation. E-commerce brings new challenges to regulators mainly due to new possibilities with digital technology and its ability to transcend traditional legal jurisdictions. The commercial availability of drugs on the Internet (sold via Internet Pharmacies3) has resulted in many benefits to consumers. There are, however, serious health and safety concerns about various aspects of this commercial activity, especially were laws and regulations are adhered to. This paper first examines the legal classification of drugs which determines how they are sold. It then gives an overview of Internet Pharmacies followed by a discussion of the benefits and problems which they bring. The paper ends by discussing the challenges ahead for regulators and suggests possible ways of addressing these challenges.
DRUG SALES ON THE INTERNET
Consumers have legal access to drugs/medications usually by either two or three mechanisms depending on the country of sale. In the UK, three mechanism exists: (i) A consumer needs a prescription issued by a licensed health care profe~sional,~ to purchase drugs classified as 'prescription-only drugs.5 These drugs must be dispensed by a pharmacist in licensed premises; (ii) for certain drugs called 'pharmacy-only drugs' a prescription is not required but a pharmacist must be consulted before p~r c h a s e ;~ (iii) otherwise K, Laudon and C, Traver, Ecommerce: business, technology, society. Addison Wesley 2002 Ibid Pharmacies which offer medicines (or pharmaceutical products) for the sale or supply over the internet or otherwise makes arrangements for the supply of such products over the internet. In the UK until 1992, only doctors and dentists were allowed to prescribe. However, the Medicinal Products: Prescription by Nurses Act 1992, further allowed certain specially qualified health visitors and nurses to prescribe. Listed in The Prescription-Only Medicines (Human Use) Order 1997 There is no statutory list of such drugs. Any medicine which is not prescription only or general sales list, is pharmacy only.
a consumer can purchase drugs classified as 'general sales list' drugs which do not require a pre~cription.~
In the US, drugs are classified into two categories namely prescription drugs and over-the-counter drugs. Two mechanisms for buying drugs exist^:^ (i) prescription drugs must be purchased with a valid prescription; and (ii) over-the-counter drugs, do not require a prescription nor a consultation with a pharmacist. In this paper, the term 'prescription drugs' will be used to mean drugs requiring a prescription before sale. This includes the UK classification of 'prescription-only drugs'.
INTERNET PHARMACIES -AN OVERVIEW
The widespread use of the Internet as a medium of information, communication and commercial activity inevitably resulted in the selling of prescription drugs online (since January 1999) by businesses called Internet pharmacie~.~ An Internet pharmacy is also referred to by various other names such as an online pharmacy, cyberpharmacy, ePharmacy and virtual pharmacy/dr~gstore.~~ For purposes of this paper, the term 'Internet pharmacy' refers to the all the terms above.
Generally, Internet pharmacies sell a variety of products (e.g. for health, beauty) in addition to prescription drugs. They vary significantly in type and mode of operation and have been categorized into various types. One useful categorization focuses on the mechanism for dispensinglselling medications and distinguishes between three types namely: I ' (i) pharmacies which dispense drugs only with a valid prescription; (ii) pharmacies that provided online consultations (in place of a physical examination by a physician) for prescribing and dispensing medicines; and (iii) pharmacies that dispense medications without a prescription.
US Internet Pharmacies

Carli.de George
The US has had a long history of delivering medical and pharmacy services over long distances and this has continued to develop with technology.'* Widespread use of the telephone in the 1870's enabled 'pharmacy-based telephone services', whereby pharmacies were able to directly communicate and exchange information with patients' physicians.I3 Also by the mid 20' century, patients used the telephone to obtain medical attention from their physicians.I4
As early as 1872, Americans began purchasing goods via mail order, after the world's first general merchandise mail-order company was started in the US by Aaron Montgomery Ward.I5 Since then mail-order has been used to purchase almost every consumer product including prescription drugs.I6 Generally mail-order pharmacies have provided drugs at a lower cost (especially for patients on long term prescriptions) than retail pharmacies.
With the advent of the Internet along with its many advantages (e.g. global reach, advertising potential), the traditional 'mail order' drug business model (which still exists) was extended to the online electronic business model. This led to the first major online1Internet pharmacy, 'Soma.com', which began operations in the US in January 199917 (it has since been bought by the large US drugstore chain CVS and is now CVSsom). Soma.com was followed by other well known and reputable Internet pharmacies such as PlanetRx.com (which is now closed) and Drugstore.~om.'~ Since then numerous Internet Pharmacies sites have surfaced.
In order to purchase prescription drugs, a potential purchaser first opens an account with the pharmacy which involves giving credit and insurance information. The potential purchaser must then submit a valid prescription (via fax, email, or hisher doctor can send it directly to the pharmacy) which is verified (for integrity) before dispensing. After payment and dispensing of the medication it is then sent either via mail, courier or picked up from a '' S. Kahan 
UK Internet Pharmacies
The first British Internet pharmacy was Pharmacy2u.co.uk which began online operations on November 22, 1999.19 Pharmacy2u.co.uk was inspired by the Internet pharmacy model existing at that time in the US and was adapted for the UK market.20 It is operative to date and its services include dispensing and delivering private prescriptions, as well as selling various medical, healthcare, and beauty products among others.
Strict protocols were specially adapted for the sale of medicines over the Internet in the UK. For general pharmacy medicines (i.e. not requiring a prescription) a potential purchaser must choose the desired product(s) then complete an online questionnaire. The pharmacist will then examine the questionnaire and decide either: to allow the sale; or to refer the potential purchaser (via email) to visit a local pharmacy or doctor. To purchase prescriptions-only medicines, first a potential purchaser needs to register in order to submit hislher prescription details so as to receive price quotes via email. Once a price is agreed, the potential purchaser needs to send hislher prescription to the pharmacy, which then dispenses the medicine and delivers it to the purchaser.
BENEFITS
Use of the Internet to sell drugs has resulted in many benefits to consumer^.^' In a June 2000 US study conducted by Forrester Research:' consumers gave the following motivating factors for buying prescription drugs from online pharmacies: order during off hours (59%); saves time (50%); easier than mail order (50%); cheaper (44%); cuts trip to the drug store (41%); refill reminders (26%); online medication information (23%); 
Ease, Convenience and Increased Choice
Prescription drugs are now accessible on a twenty-four hour basis, resulting in shopping convenience especially for the disabled people in remote areas and those who have difficulty travelling to a pharmacy.24 The Internet also makes available a wide selection of pharmaceutical products giving consumers increased choice, and allowing them to easily compare prices and check availability of medications.
Increased Consumer Information and Information Exchange
Consumers can access a huge amount of medical information (provided by Internet pharmacies) which may help them better understand issues related to health and treatment. This may have an effect of loosening the grip of the professions and increasing patient autonomy. Consumers can investigate issues such as the effectiveness of different drugs, sideladverse effects of medications, new and alternative treatments among others.25 In some cases patients are also able to check and verify the advice and treatment they receive from their doctors.26 One small study comparing Internet and community pharmacies in the US concluded that in general more comprehensive information on drugs were provided by Internet pharmacies, although they were slower to respond.27 In addition to information on drugs and treatment, Internet pharmacies facilitate the reporting (by patients) of adverse drug effects and reactions28 and allow pharmacists to easily send reminders to patients to adhere to their medication^.^^
Privacy and Anonymity
Use of the Internet can afford privacy to consumers who may not want to shop in a public place. Anonymity on the Internet may also allow consumers to ask questions regarding medications and treatments, which they may otherwise be embarrassed to ask in
Generally Cheaper Costs
In many instances online prescription drug sales have resulted in cheaper drugs and medicines for consumers. For example, many US residents reimport drugs into the US from Canada, due to lower prices which can be up to 70% ~heaper.~' This has led to drug sales from Canadian pharmacies (reported in March 2004) at an estimated value of US$lbilli~n.~* Generally, the cost of drugs are lower in Canada, due to the regulation of drug prices (unlike in the US) and patent laws which make it easier to market generic versions of brand names.33 Even within the US, due to marketplace competition prescription, drugs are cheaper when bought online.34 A 2001 US study comparing prices in Internet pharmacies with retail chain drugstores found that drugs for Parkinson's Disease was 7-58% cheaper for brand name drugs and 31-78% cheaper for generic drugs.35 A few previous surveys, however, have found instances where certain drugs purchased online were not cheaper especially when shipping and handling costs were added to advertised prices.36
Availability of Alternative Treatments
Carlisle George
The licensing of drugs can a very slow process (due to testing requirements). The Internet, however, can facilitate access to non-licensed drugs which patients with terminal illness (e.g. Cancer, AIDS) may be willing to use on an experimental basis. This may be beneficial in some cases, for example, where a drug has been licensed and used successfully in one country but has not been licensed in another country. Patients who have exhausted other avenues of treatment can gain access to this drug.
PROBLEMS
In many cases Internet pharmacies engage in activities which may expose patients and consumers to risks. Many of these activities also have legal implications. Some of the more important concerns are discussed below.
Online Prescriptions Without Prior Physical Examination by Doctor
Many online pharmacies operate by giving an online consultation, which requires a customer to fill out a general questionnaire online. This is then evaluated (reportedly by a physician affiliated to the pharmacy) in order to issue a prescription, and dispense drugs. The use of prescription drugs without prior examination in person by a healthcare practitioner can be very dangerous. Also, without further supervision/monitoring (by a healthcare professional) there may be no way of determining whether a particular drug treatment is effective.
Online consultations assume that questionnaires are completed truthfully and therefore run the risk of prescribing medications on false information. The absence of a prior physical examination by a qualified healthcare professional can result in misdiagnosis or drug interaction among other p r o b l e r n~.~~,~* Patients also run the risk that a legitimate consulting physician may not exist to evaluate the online questionnaire. Furthermore, use of general questionnaires may not provide the necessary information for the determination of a number of important issues such as whether a particular 37 
The writing of prescriptions via online consultation may raise important legal issues especially related to confidentiality and civil liability for medical malpractice should something go wrong.42 Confidentiality issues may arise because information given for online consultations may be prone to be seen by people other then the consulting doctor, unless strict security and protocols are in place.43 Civil liability issues may arise since liability for malpractice may not be clearly established where an online prescription is issued. This is because whereas in a traditional doctor-patient relationship a clear duty of care exists, it is debatable whether a doctor who prescribes medication online (without any direct verbal or physical contact with a patient), forms a doctor-patient relationship and therefore attracts a duty of The dispensing of drugs without a prescription can have serious implications for consumers such as adverse drug effects, and the various dangers identified in the previous section. Another potential danger of dispensing prescription medicines without a prescription is that such medicines can fall into the wrong hands such as: people addicted to medication; people who have misdiagnosed themselves; people who may not be suitable for a particular medication; and even children. This is illustrated by the following examples given below.
Dispensing Prescription Drugs Without a Prescription
In 2001, a young UK (London) male drug abuser committed suicide after suffering from a drug addiction.54 He had bought large amounts of drugs (painkillers, tranquillisers and antipsychoticss5) over the Internet. An inquest into his death reported that at one point he was receiving 300 anti-depressant tablets in the post every day at his East London home and that he had tried 23 types of prescription In 2002, a 40 year old UK (Birmingham) male (who had an undiscovered heart condition), collapsed and died after taking Viagra purchased from the Internet but not prescribed by his p h y~i c i a n .~~ In a 2003 briefing to the US Congress, an investigator reported that his children were able to order prescription drugs online.59 His 9 year old daughter ordered a prescription weight-loss drug on the US Drug Enforcement Administration (DEA) Controlled Substance list and his 13 year old son ordered and received Prozac (a drug on the US Food and Drug Administration's (FDA) Import Alert list).60
The selling of prescription drugs without a prescription is a clear breach of medical ethics and of laws in the UK and US. Such practices also attract potential criminal and civil liability against pharmacies. Product liability issues may also arise since normally when drugs are prescribed by a physician, under the 'Learned Intermediary Doctrine', the prescribing physician and not the drug manufacturer has a duty to give adequate warning to patients6'. If no prescribing physician is involved in the sale of prescription drugs, then either the pharmacy or manufacturer may be liable for any harm suffered. Some Internet pharmacies have addressed this problem by requiring that purchasers agree to a waiver of liability for any harm caused by products sold. A 2004 UK study found that 41% of Internet pharmacies surveyed issued such waiverP2. This practice clearly violates unfair contracts legislation.
s4 M. Thompson, Buying medicines one the world wide web: what is legal and what is not?
The 
Purity and Quality of Drugs
Carlisle George
Drugs sold in any country must meet the required quality and safety standards set by the law of that country. A major concern when buying drugs on the Internet is the puritylquality of the drugs purchased. In May 2004, a study which evaluated the risks of importing drugs into the US concluded that many drugs imported through the Internet were:63 past their expiry date; sub-potent or above potency indicated; contained the wrong dosage; contaminated or counterfeit; and not storedlshipped properly, among other problems.
When purchasing drugs online consumers have no way of knowing the origins of a particular drug, or where it was manufactured and hence it may be impossible to verify the quality of the drug. The May 2004 report also found that many drugs which claimed to be manufactured under FDA guidance or sent from Canadian pharmacies were manufactured in other countries such as China, Pakistan, Thailand, India, the Islamic Republic of Iran and S i n g a p~r e .~~ Random inspection visits to various mail ports reported evidence such as: 65 88% (lOl9Ill53) of drugs examined were not FDA approved and were sent from countries such as Thailand, India and the Philippines; 87% (172811982) of drugs examined were not FDA approved and were sent from Mexico; antibiotics were two years past their expiration date.
The qualitylpurity of drugs is an important issue since consumers can be affected either directly by harmful drugs or indirectly by their condition getting worse due to ineffective drugs.66 63 
Giuliani Partners LLC, Examination and Assessment of Prescription Drug
Counterfeit Drugs
The sale of counterfeit6' drugs via the internet presents a very worrying prospect. For example in February 2004, The New England Journal of Medicine, reported several web sites selling contraceptive patches (under the brand name "Ortho Eva"), which did not contain any active ingredient.68 In the US, counterfeiters have mainly targeted expensive drugs such a d 9 injectables (e.g. Procrit, used to help the body make red blood cells and used to treat anemia associated with kidney disease); treatments for HIV and AIDS (e.g. Neupogen, which promotes the growth of white blood cells which help to fight infections); psychiatric medications (e.g. Zyprexa -used to treat schizophrenia) and other popular drugs such as Viagra (which increases the ability for the body to maintain an erection). In 2004 reports of fake versions of drugs imported into the US included Viagra, Accutane acne treatment and OxyContin painkiller.70 In 2003 the FDA estimated that 10% of the global medicines market were counterfeit and that over US$32 Billion was being earned annually from the sale of counterfeit and substandard medicine^.^'
Foreign Labels and Different Drug Names
The importation of drugs manufactured or sold in a foreign country may pose problems and risks to consumers. Different countries have different drug labelling requirement^.^^ This means that a drug producedJmarketed for sale in one country and sold in another may be misbranded (i.e. not meeting the requirements of the second country) and therefore illegal. In addition 67 "Counterfeit medicines are part of the broader phenomenon of substandard pharmaceuticals. The difference is that they are deliberately and fraudulently mislabeled with respect to identity and/or source. Counterfeiting can apply to both branded and generic products and counterfeit medicines may include products with the correct ingredients but fake packaging, with the wrong ingredients, without active ingredients or with insufficient active ingredients". 
Availability of Unapproved or Illegal Substances & Fraudulent Products
The Internet has been used to promote the use and sale of many unapproved substances (including narcotic74 and psych~tropic~~ drugs, designer banned drugs and fraudulent products).77 In some cases a drug may be licensed for a particular use, however, some web sites may suggest uses other than what it is licenced for. 78 In other cases a drug may be a prescription drug in one country but can be ordered online without a pres~ription.~~ Yet in other cases a drug may be banned or unlicensed in one country but is obtainable online.80 Many sites sell nootropics/'smart drug^'^' (e.g. PiracetamsZ and Hyderginea3) which claim to enhance cognitive abilities 73 Ibid 74 Narcotic drugs are those which produce numbness or stupor. They are often taken for pleasure or to reduce pain, and prolonged use can lead to addiction (e.g. Cocaine). 75 Psychotropic drugs affect the mind or mood or other mental processes e.g. Diazepam (va1ium)-a sedative and muscle relaxant; Alprazolam (xanax)-an anti-anxiety agent. These drugs are controlled under The United Nations Convention on Psychotropic Substances, 197 1. 76 Designer drugs are derived from making minor alterations of approved drugs in an effort to circumvent legal restrictions. They are intended for recreational use to give hallucinogenic experiences. (e.g. KAT, Special K, Cloud 9, Sextasy-Viagra combined with Ecstasy). Cyber trafficking in unapproved substances is highly detrimental to consumers both in terms of the financial costs and the potential danger to their health. These activities are also contrary to international law such as the 1971 United Nations Convention of Psychotropic Substan~es.~~ In its 2003 Annual Report dated 3' * March 2004, the International Narcotics Control Board (INCB), highlighted the increase in cyber trafficking of pharmaceutical products containing internationally controlled substances (e.g. narcotic or psychotropic substan~es)~~. This problem may therefore continue to increase more pharmacies appear online.
Medical and Financial Privacy Concerns
The US Federal Trade Commission, in its July 2000 report, identified that many US based Internet pharmacies were not adhering to their assurances on privacy and confidentialityg0. Furthermore many of them did not even post privacy policy statements. This situation continues to be the case in 2004.91 In July 2004 a US based Privacy Rights Clearinghouse found that only 11 out of 50 US Internet pharmacies surveyed (i.e. 22%) complied with the necessary federal legal requirements to show that they protect consumer inf~rmation.~' The study also identified that 17 (34%) offered some kind of privacy policy and 22 (44%), had absolutely no privacy While the violations by US based pharmacies are a cause for concern, even more serious are the potential for privacy breaches for Internet sites based in other parts of the world with lax privacy laws. The implications of inadequate privacy protection include the potential misuse of an individual's personal, financial or medical information for illegal activity such as spamming, identity theft and fraud among others.
Direct to Consumer Advertising of Prescription Drugs
Many online pharmacies advertise prescription medicines directly to consumers. This practice is legal in the US94 but prohibited in the UK/EU.95 Due to the global nature of the Internet however, potential purchasers in the UK are exposed to these advertisements. Direct to consumer advertisements may have the effect of stimulating the use of prescription drugs and other inappropriate b e h a~i o u r .~~ A US study in 2001, examining public information published on 104 global Internet pharmacies found that:97 19% promoted prescription medicines; 23% promoted non-prescription medicines; and 23% promoted health and beauty products.
Use of direct-to-consumer advertising can intrude into the doctor-patient relationship and also cause confusion especially where promotional material (driven by commercial motives) is disguised as being ed~cational.~' Although advertising may improve patient knowledge99, it may also result in doctors wasting time discussing patients' questions or being pressured into prescribing drugs that they would not necessary prescribe.loO This is particularly worrying since some studies have found that many drug advertisements are unbalanced or i n a c c~r a t e . '~~"~~
Risks of Buying Drugs Online
Some Internet pharmacies do not provide an address, telephone number or details to indicate where they are located.'03 Also, an Internet site may be held on a server located in one country, using a postal address in another country and dispatching drugs from yet another country. This may result in difficulty such as: tracing a particular company if a problem develops; knowing where drugs are from; or what is in the drugs sold.'04 Many of these sites may sell counterfeit drugs, or drugs containing dangerous ingredientsladditives or drugs which have expired.lo5 As indicated earlier, consumers can be affected either directly by harmful drugs or indirectly by their condition getting worse due to ineffective drugs.lo6 Consumers may also suffer financial risks, such as not receiving the drugs paid for through either non-shipment or confiscation by customs authoritie~.'~~"~~
CHALLENGES AHEAD
The foregoing demonstrates that many Internet Pharmacies are not socially accountable and may therefore pose a danger to consumers. This is particularly worrying since information and communication technologies provide a global market for commercial activity. While Internet Pharmacies bring some benefits, there are many problems which may arise and by extension bring regulatory challenges to authorities. These challenges, are compounded by the nature of the Internet itself. Enforcement of regulatory rules are mainly possible within a legal jurisdiction and businesses which operate outside the scope of that legal jurisdiction present difficult problems to regulators. The nature of the Internet means that residents of one statelcountry are exposed to all online commerce, except where countryspecific filtering software is used to block certain sites. Internet filtering is not in widespread use for commercial Internet activity in the EU/UK and US as seen in other jurisdictions like China and Singapore. It is also unlikely that the democratic ethos of the EU/UK and US will tolerate the censoring of commercial activity on the Internet.
It is difficult or impossible for regulatory bodies to control advertising of prescription drugs from Internet sites beyond their legal jurisdiction. This is especially true for the UK where national rules prohibit the advertising of prescription drugs to the public unlike in the US. It is highly unlikely, however that the advertising of prescription drugs will every be made illegal in the US, due to fact that it is constitutionally protected. This therefore will continue to create a challenge to regulators in the EUIUK.
Tracing website servers which may be mobile or located in certain countries presents a major challenge to regulators. Such web sites will continue to practice regulatory arbitragelog and hence evade enforcement action in countries like the UK and US with stricter regulatory standards compared to some other countries.
Economic considerations provide a major reason for the use of Internet pharmacies. In the US unregulated drug prices and strong patent laws have resulted in high drug costs. This has lead to many US citizens seeking cheaper sources of drugs elsewhere especially in Canada. Many indicates that unless countries like the US consider ways of regulating domestic drug prices or changing patent laws to lower production costs, then their citizens will continue to be attracted to cheaper drug sources, especially on the Internet. This may mean that they will be exposed to drugs of poor quality and counterfeit drugs.
National governments will need to cooperate at an international level. This is because differences in national policy can be easily exploited by Internet Pharmacies wishing to engage in regulatory arbitrage. A common international regulatory approach needs to be developed to facilitate better protection for citizens in all countries, since Internet Pharmacies have a global reach.
